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Forward

The National Fraud Center as part of its mission, continues to research, analyze,
and combat economic crime.  Its focus and expertise on economic crime has
continued for over 18 years.  While seeing dramatic change and growth in
economic crime over the years, it is increasingly evident that there are
consistent, underlying fundamental issues that need to be addressed.  The rapid
growth of technology, as well as increased competition, has helped fuel the
dramatic rise and cost of economic crime; therefore exploiting the weaknesses
and challenges we as a nation, business, and consumer face.  This report is the
National Fraud Center’s continuing contribution to assisting in eradicating this
growing epidemic.  We as a global society have many complex challenges
ahead.  We believe this report will continue to educate and stimulate the ability
for dramatic change in researching, preventing, and investigating economic
crime.

About the Authors

This report was supported and directed by National Fraud Center, Inc. (NFC).  It
was written by Dr. Gary R. Gordon and Dr. George E. Curtis, with directional and
expert support from Mr. Norman A. Willox, Jr., and technical and research
support from the staff of NFC, lead by Greg Peckham.  Dr. Gordon is Executive
Director of the Economic Crime Investigation Institute, as well as Vice President
of Cyber Forensics Technology for WetStone Technologies, and a full professor
at Utica College.  Dr. Curtis is the Director of Economic Crime Programs at Utica
College, where he is an Associate Professor.   Mr. Willox is the Chairman of the
Board of NFC and Director of Government Relations for Lexis-Nexis Risk
Solutions Group.

The National Fraud Center, Inc. (NFC) is a recognized leader in fraud and high-
risk solutions, providing expert consulting, best-practices, product reviews and
solutions support.  NFC is a wholly owned subsidiary of Lexis-Nexis, and part of
the Lexis-Nexis Risk Solutions Group. Lexis-Nexis Risk Solutions Group is the
nations leading provider of fraud and risk management information solutions for
industry and government. Lexis-Nexis Group is a Reed-Elsevier PC Company.

Peer Review

Peer review of this report was conducted by executives of the National White
Collar Crime Center (NW3C) and the National Coalition for the Prevention of
Economic Crime (NCPEC), lead by Richard Johnston and Allan Trosclair.  Mr.
Johnston currently serves as the Director of the NW3C.  Mr. Trosclair is the
Executive Director of the NCPEC.
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I.  Introduction

The purpose of this report is two-fold: 1. To present an assessment of the state
of economic crime in the United States, and; 2. Based on that assessment, to
indicate areas where additional research, legislative action, training, cooperation
between law enforcement and industry, and international cooperation are
required.

Such a study is challenging, because of the paucity of reliable data.  As is
discussed in Section III, there is no central repository of statistical information on
economic crimes.  Available statistics and data were obtained from reliable
sources including government agencies, industry associations, private sector
organizations, Internet sites, and online databases, including Lexis®-Nexis®.

The data presented here provides the basis for a discussion on economic crime
in the United States and clearly points out the challenges that will be faced in the
near future.
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II.  Executive Summary

The American people have had contradictory views of economic crime for some
time, seeing it either as a minor issue or a major crisis.  In the past twenty years,
there have been times when it has been in the limelight because of a financial
crisis, e.g. the Savings and Loan Scandal and the insider trading problems in the
1980’s.  Usually, it has taken a back seat to a strong national focus on more
conventional crimes, specifically violent ones. Many estimate the cost of
economic crime to be over $500 billion annually.1 There has been a significant
increase in these figures over the past 30 years; in 1970 the cost was
approximately $5 billion; it rose to about $20 billion in 1980, and approximately
$100 billion in 1990.2  As the Internet and technological advances continue to
reshape the way we do business in government and industry, and competition
and economic pressures create quicker and more efficient ways to do business,
the reality of increased economic crime having a serious impact on the economy
grows geometrically.

All the financial segments of the United States economy report significant losses
as a result of economic and computer crime.  This report provides the latest and
most reliable statistics in eight key areas: banking, credit card, health care,
insurance, securities, telecommunications, intellectual property and computer
crime, and identity theft.

TRADITIONAL AND CYBER ECONOMIC CRIMES

While some types of economic crime are specific to the seven areas of this
report, other types, such as identity theft and false statements, cut across all
industries.  Traditional economic crimes and new cyber crimes are discussed in
this report.  Current statutory laws are discussed for the crimes within each of the
eight areas discussed below.

Banking

Ernst & Young reports that more than 500 million checks are forged annually.3  In
1997, the American Bankers Association reported that banks lost  $512 million to
check fraud.4  American Banker, an industry magazine, predicts that there will be
a 25% increase in check fraud over the next year.

Money laundering has increased over the last ten years.  As a result, global
efforts to combat this crime have increased.  While it is extremely difficult to
estimate the amount of worldwide money laundering, one model estimated that in
1998 it was near $2.85 trillion.5

The growth of online banking presents other opportunities for perpetrators of
economic crime.  Funds can be embezzled using wire transfer or account
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takeover. “Customers” can submit fraudulent online applications for bank loans.
Hackers are able to disrupt e-commerce by engaging in denial of service attacks
and by compromising online banking payment systems.  Identity takeover can
also affect online banking, as new accounts can be taken over by identity
thieves, thus raising concerns regarding the safety and soundness of financial
institutions.6

Credit card

According to Meridien Research, estimated fraud loss for the credit card industry
amount to $1.5 billion annually7, of which $230 million is estimated to result from
online transactions.  MasterCard reported a 33.7% increase in worldwide fraud
from 1998 to 1999.  During the first quarter of 2000, fraud losses increased
35.3% over the last quarter in 1999.  VISA reports similar trends.  It is estimated
that fraud losses for online transactions may exceed $500 million in 2000.8

Fraudulent credit card activities include the use of counterfeit, stolen, and never-
received cards, as well as account takeover, mail order and Internet card-not-
present transactions.

Health care

Health care fraud includes frauds perpetrated upon government-sponsored and
private health care benefit programs by insiders, the insured, and providers.
Losses for 1999 were estimated to be about ten percent of all money spent on
health care, which translates to a loss of approximately $100 billion. 9 Health care
related cyber crimes include obtaining pharmaceuticals from Internet sites by
providing false information and web sites that claim to provide expert medical
advice, but, in fact, do not have any medical professional involved.

Insurance

According to an FBI report on insurance fraud, published on its web site under
“The Economic Crimes Unit” section, total insurance industry fraud is 27.6 billion
annually.  The Coalition Against Insurance Fraud breaks the total down across
the insurance industry as follows:

• Auto $12.3 billion
• Homeowners $1.8 billion
• Business/Commercial $12 billion
• Life/Disability $1.5 billion

o Total $27.6 billion10

Economic crimes in this area include those committed both internally and
externally.  Internal fraud can manifest itself in bribery of company officials,
misrepresentation of company information for personal gain, and the like.
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Applicants, policyholders, third party claimants, or agents providing service to
claimants can commit external fraud.  The fraud can take the form of inflated
claims, false applications resulting in the issuance of fraudulent policies, or
manipulating information in order to lower premiums.

Securities

In his testimony to the Senate Subcommittee on Commerce, Justice, State and
the Judiciary on March 21, 2000, Chairman Arthur Levitt stated that Internet
securities fraud is on the rise.  He stated that there will be over 5.5 million online
brokerage accounts by year end11.  The SEC has seen a rapid rise in Internet
fraud in this area, with most of it occurring in the past two years.  One recent
pyramid scheme raised more than $150 million from over 155,000 investors
before it was shut down.

Securities fraud takes the form of stock manipulation, fraudulent offerings, and
illegal touts conducted through newspapers, meetings, and cold calling, among
others.  These same scams have been conducted electronically, but are now
joined by some newer, more sophisticated fraudulent activity.  These include
momentum-trading web sites, scalping recommendations, message boards
posted by imposters, web sites for day trading recommendations, and
misdirected messages.  Investors are suffering large losses due to these cyber
crimes.12

Telecommunications

The U.S. Secret Service estimates that telecommunication fraud losses exceed
$1 billion annually.13  Other estimates range from $3 billion to $12 billion.14

Subscription, or identity fraud involves using false or stolen IDs or
credit cards to gain free service and anonymity. It has tripled since
1997, says Rick Kemper, Cellular Telecommunications Industry
Association’s (CTIA) director of wireless technology and security, a
trend he attributes to criminals favoring subscription fraud over
cloning, plus increased industry competition to reach a broader and
riskier market.15

.
The International Data Corporation (IDC:  Framingham, MA) stated that, “Fraud
remains endemic to the wireless industry, with estimated loses expected to reach
a staggering $677 million by 2002…”16 One of the key reasons is the dramatic
increase of subscription fraud which IDC estimates will reach $473 million by
2002.17

Telemarketing fraud resulted in losses to victims of over $40 billion in 1998.18  In
1996, the FBI estimated that there were over 14,000 telemarketing firms that
were involved in fraudulent acts, the majority of which victimized the elderly. 19
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Many telemarketing firms have moved out of the United States to Toronto,
Canada.  They are able to attack American consumers from outside the country’s
borders.  This poses a global challenge, as law enforcement agencies, in
particular, need to work together.

Intellectual Property and Computer Crime

Intellectual property theft – in the form of trademark infringement, cyber
squatters, typo squatters, trade-secret theft, and copyright infringement – has
increased as Internet use and misuse has risen.  It occurs across the seven
industries detailed here, as well as most other businesses.  “According to the
American Society for Industrial Security, American businesses have been losing
$250 billion a year from intellectual property theft since the mid-1990’s.”20

Identity Theft

Identity theft is not an industry specific crime.  It can appear in any industry
where personal information is used to gain credit or acquire customers.   In years
past, this type of crime was not prevalent, but the influx of technology has caused
it to grow at a rapid pace and become a significant issue in the public eye, as its
insidious nature poses real trauma to consumers.  Statistics reflect its growth,
with estimates of 500,000 to 700,000 victims of identity theft in 2000.21  The
growth of identity theft has reached epidemic proportions, and is quickly
becoming the crime of the new millennium.  The cost of investigating identity theft
cases in 1997 was reported to be $745 million.22  The cost to individuals, which
the National Fraud Center conservatively estimates to be $50 billion a year, has
prompted  “Travelers Property Casualty Corp. to launch the first-ever insurance
coverage for victims of identity theft.  The coverage offers policyholders as much
as $15,000 to cover expenses incurred in clearing their name.”23  According to
the National Fraud Center, identity theft in e-commerce transactions is estimated
at 11% of total transactions.

IMPACT OF TECHNOLOGY ON ECONOMIC CRIME

The United States economy, including the growing e-commerce aspect of it, is
increasingly threatened by cyber economic crime.  Multiple studies still show that
fraud, security, and privacy continue to be the primary detriment to the growth of
e-commerce.  Most economic crimes have a cyber version today.  These cyber
crimes offer more opportunities to the criminals, with larger payoffs and fewer
risks.  Websites can be spoofed and hijacked.  Payment systems can be
compromised and electronic fund transfers to steal funds or launder money occur
at lightning speeds.  Serious electronic crimes and victimization of the public
have caused consumer confidence to waiver.  These issues have also lead to
growing privacy concerns and demands.  In turn, the reluctance of the American
public to embrace e-Commerce fully is preventing this new form of business from



 December 2000 National Fraud Center, Inc. – a LEXIS-NEXIS Company 10

reaching its potential.  We are quickly eroding the trust in our society that has
been built up over the centuries.


